Cybersecurity for the Internet of Things
Awareness Meeting for Policy & Decision Makers
COST Action CRYPTACUS (IC1403)
November 23th, 2018, Brussels
The COST Action CRYPTACUS1 (www.cryptacus.eu) is organising this high-Level Awareness Meeting on
Cybersecurity for the Internet of Things (IoT) to gather leading experts from academia across Europe to
discuss the cybersecurity challenges that affect the IoT. They will cover the technical and societal aspects of
the many challenges around the security of pervasive and ubiquitous systems, and what progress has been
made during the last years. They will also, through a programme with targeted presentations and an open
panel discussion, highlight how the area will likely evolve in the future and its relevance to the security of EU
businesses and citizens.
12:30 - 14:00 Welcome Lunch
14:00 - 14:10 Welcome by Dr Ronald de Bruin, Director of the COST Association
Opening Session by Gildas Avoine, Action Chair of CRYPTACUS
14:10 - 14:30 Ioannis Askoxylakis, "EU Perspective on Cybersecurity for the IoT"
14:30 - 14:50 Evangelos Ouzounis, "ENISA's activities in IoT Security"
14:50 - 15:10 Bart Preneel, "How IoT Security is different from IT Security"
15:10 - 15:30 Lejla Batina, "The Role of Hardware Security in IoT"
15:30 - 15:50 Agusti Solanas, "Privacy in the Era of IoT and Ubiquitous Computing Systems"
15:50 - 16:10 Flavio Garcia, "Automotive security, the Bad and the Ugly"
16:10 - 16:30 Julio Hernandez-Castro, "IoT Ransomware"
16:30 - 16:55 Panel Discussion, chaired by Gildas Avoine
Location: Manos Conference Center, Chaussée de Charleroi, 135, B-1060 Brussels, Belgium
Organizer and Contact: Gildas.Avoine@irisa.fr , Karina.Marcus@cost.eu
Registration: Registration is free but mandatory. To register, please send an email to Isabelle.Mesguen@insarennes.fr before November 22nd, 2018.
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COST (European Cooperation in Science and Technology) is a funding agency for research and innovation networks.
Our Actions help connect research initiatives across Europe and enable scientists to grow their ideas by sharing them with their
peers. This boosts their research, career and innovation.

Ioannis G. Askoxylakis is Cybersecurity Policy Officer at the Directorate General for
Communications Networks, Content and Technology of European Commission since 2018.
Before joining the European Commission he has been Senior Researcher & Head of
FORTHcert, the Computer Emergency Response Team of FORTH (2002-2018), member of the
Plenary of the Hellenic Authority for Communication Security and Privacy (2016-2018) and
Professor of Cybersecurity and Internet of Things at Bournemouth University (2015-2018).
Evangelos Ouzounis is the head of ENISA’s Resilience and Critical Information Infrastructure
Protection (CIIP) Unit. His unit implements EU Commission’s CIIP action plan, facilitates
Member States efforts towards a harmonised implementation of incident reporting scheme,
and develops good practices for national cyber security strategies and national contingency
plans. Prior to his position at ENISA, Dr. Ouzounis worked several years at the European
Commission, DG Information Society and Media (DG INFSO).
Bart Preneel is a full professor at KU Leuven, Belgium. His research focuses on
cryptographic algorithms and protocols as well as their applications to computer and network
security. He was the president of the International Association for Cryptologic Research
(IACR) in 2008-2013 and project manager of ECRYPT. He was appointed IACR fellow in
2015 for outstanding service to the IACR, for numerous research contributions, for sustained
educational leadership, and for leading the European cryptologic research community.
Lejla Batina is a professor of applied cryptography and hardware security at the Radboud
University in Nijmegen, the Netherlands. She is the recipient of a VIDI grant by the Dutch
government. She received her Ph.D. in cryptography from KU Leuven, Belgium in 2005. She
has published more than 100 refereed papers and served at 70+ program committees and
gave more than 40 invited talks at conferences and summer schools. She has also worked
as a cryptographer for SafeNet B.V. (2001-2003).
Agusti Solanas is the head of the Smart Health Research Group and Associate Professor at
the Rovira i Virgili University (URV), Catalonia, Spain. He obtained a Ph.D. in Telematics
Engineering from Technical University of Catalonia (UPC) in 2007. In 2012 and 2013, he was
a visiting researcher at the University of Rome Tre (Italy) and University of Padua (Italy),
respectively. His fields are mobile health, smart health, privacy, ubiquitous computing, and
artificial intelligence. He authored over 150 publications. He is a senior IEEE member.
Flavio Garcia is a professor of computer security at the University of Birmingham, United
Kingdom. His work focuses on cryptographic primitives and protocols for embedded devices.
His achievements include breakthroughs such as the discovery of vulnerabilities in widely
used contactless smart cards in electronic payment (e.g. Oyster Card) and access control
systems (e.g. Amsterdam Airport). He has also found critical security vulnerabilities in
automotive keyless entry systems, immobilisers and vehicle diagnostic services.
Julio Hernandez-Castro Julio Hernandez-Castro is a professor of computer security at the
University of Kent, United Kingdom. His research deals with a variety of topics in computer
security, from steganography over video and its use by terrorists and cyber criminals to
ransomware and its sociological, psychological and economic implications. He also works on
the security analysis of Internet of Things (IoT) devices and protocols. He is the vice-chair of
the management committee of the European COST Action Cryptacus.
Gildas Avoine is a full professor of information security and cryptography at INSA Rennes
(France), and a member of the Institut Universitaire de France. Previously, he was a faculty
member at the UCL in Belgium, a researcher at the MIT in USA, and at the EPFL in
Switzerland. Gildas Avoine is the chair of the management committee of the European COST
Action Cryptacus, and the director of the French CNRS' Research Groupment in Cybersecurity
(GDR Sécurité).

